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Dear Professor Welch,

I hope this message finds you well. I am Fangyu Han, currently pursuing my MSc in Cybersecurity at Nanyang Technological University, Singapore. I recently came across your research profile on the Victoria University of Wellington website and was excited to find your extensive work in malware analysis, APT detection, and the use of AI in security contexts. Your work closely aligns with my research background and doctoral aspirations, and I would be honored to explore the opportunity of pursuing a PhD under your supervision.

At Sichuan University, I led a research project on unknown malware detection using federated learning. I proposed a CNN-GRU model that integrates genetic evolution strategies (e.g., SBX, DE) to simulate malware evolution and improve generalization. I proposed a CNN-GRU model integrated with genetic evolution strategies (e.g., SBX, DE) to simulate malware evolution and improve generalization. The model achieved a 99.13% F1-score on Drebin and Contagio datasets. In another project, I explored privacy-preserving embeddings in location prediction under federated settings. These experiences solidified my interest in developing real-world cybersecurity defenses that emphasise both decentralization and interpretability.These experiences solidified my interest in real-world cybersecurity defense that prioritizes both decentralization and interpretability.

Inspired by your work on modeling APTs and analyzing malicious software behavior, I plan to conduct PhD research on: “Explainable Genetic Programming Framework for Multi-Stage APT Detection and Attribution in Zero-Day Scenarios.” The goal is to leverage multi-tree genetic programming to capture the sequential nature of APT campaigns, integrate SHAP and LIME for enhanced interpretability, and improve generalization via meta-learning. The goal is to leverage multi-tree genetic programming to capture the sequential nature of APT campaigns, incorporate SHAP and LIME for interpretability, and enhance generalization via meta-learning. I believe this research would align well with your group’s focus on developing intelligent and explainable cybersecurity systems.I believe this work would fit well within your research group’s focus on intelligent and explainable cybersecurity systems.

I was particularly intrigued by your paper “Detection of advanced persistent threat: A genetic programming approach”(Applied Soft Computing, 2024), which demonstrates how GP can be used for feature construction and classification in APT detection . Additionally, your earlier work “Automated Behavior‐based Malice Scoring of Ransomware Using Genetic Programming” (SSCI, 2021) showcases the use of evolutionary algorithms to derive interpretable features from ransomware behavior . I believe extending these approaches using a multi-tree GP with SHAP/LIME could further improve stage-wise APT attribution and transparency, especially in zero-day scenarios.

In addition to strong programming skills (Python, C, C++) and experience in penetration testing and vulnerability analysis, I have built real-world tools such as anti-crawler bypass systems and vulnerability scanners. I would be thrilled to contribute to your ongoing work—particularly in designing detection pipelines, building malware datasets, or experimenting with explainable AI in threat attribution.

Please find my CV attached. I would greatly appreciate the opportunity to discuss how my background and goals align with your current and future projects. Thank you very much for your time and consideration, and I look forward to hearing from you.

Warm regards,  
Fangyu Han  
FANGYU001@e.ntu.edu.sg
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