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Subject: An enquiry regarding a 2026 PhD from Fangyu Han  

Dear Dr Junaid Haseeb,

I hope this message finds you well. My name is Fangyu Han, and I am currently pursuing my MSc in Cybersecurity at Nanyang Technological University, Singapore. I recently reviewed your profile on The University of Waikato website and was impressed by your extensive work in AI-driven intrusion detection, APT defense, and privacy-preserving security mechanisms, particularly in IoT and cloud environments.

During my studies, I led a research project on unknown malware detection via federated learning, developing a CNN-GRU hybrid model augmented with genetic programming, achieving a 99.13% F1-score on Drebin and Contagio datasets. I also conducted a privacy-preserving federated location prediction project. These experiences strengthened my expertise in explainable AI, sequence modelling, and distributed optimisation—competencies directly relevant to your lab’s core focus.

For my PhD research, I plan to explore: Explainable Genetic Programming Framework for Multi-Stage APT Detection and Attribution in Zero-Day Scenarios. I propose using multi-tree GP to model the stages of APT campaigns, integrating SHAP and LIME for interpretability, and using meta-learning to enhance resilience to unseen attacks. I believe this research aligns well with your focus on AI-based intrusion detection and explainable security.

I was particularly inspired by your paper “Probabilistic Modelling of Deception‑Based Security Framework Using Markov Decision Process” (Computers & Security, 2022), co-authored with Masood Mansoori, Saif Ur Rehman Malik, and Ian Welch. It presents a novel application of formal probabilistic modeling to anticipate attacker behavior and optimize deception-based defenses—an approach that closely aligns with my interest in adaptive and explainable threat detection.

[bookmark: _GoBack]With solid programming skills (Python, C, C++), real-world experience in IoT and web intrusion analysis, and tool-building capabilities (e.g. anti-crawler and vulnerability scanners), I would be eager to contribute to your group's projects in IDS pipelines, dataset development, and explainable security frameworks.

Please find my CV attached for your reference. I would be delighted to discuss how my background and research proposal might integrate with your current work. Thank you very much for your time and attention, and I look forward to your response.

Warm regards,  
Fangyu Han  
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